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What is the POPIA about?

• To promote the protection of personal information processed
by public and private bodies;

• To introduce certain conditions so as to establish minimum
requirements for the processing of personal information;

• To provide for the establishment of an Information Regulator
to exercise certain powers and to perform certain duties and
functions in terms of this Act and the Promotion of Access to
Information Act, 2000



What is the POPIA about?

• To provide for the issuing of codes of conduct;

• To provide for the rights of persons regarding unsolicited
electronic communications and automated decision making;

• To regulate the flow of personal information across the
borders of the Republic;

• And to provide for matters connected therewith.



What is the POPIA about?

• Section 14 of the Constitution of the Republic of South Africa,
1996, provides that everyone has the right to privacy;

• The right to privacy includes a right to protection against the
unlawful collection, retention, dissemination and use of
personal information;

• The State must respect, protect, promote and fulfil the
rights in the Bill of Rights;



What is the POPIA about?

• requires the removal of unnecessary impediments to the free
flow of information, including personal information;



8 key principles to remember

• 1. By processing personal information, the UPCSA takes
accountability for this information.

• 2. We can only collect personal information if we do so in a
lawful manner and with consent.

• 3. We can use it only for the purpose we collected it for,
which needs to be disclosed to the person.

• 4. If we want to use if for another purpose, we have to ask
for new consent.



8 key principles to remember

• 5. Once we have it, we have to keep it up to date and
accurate (otherwise destroy it).

• 6. We have to protect / secure the personal information
(physically or in the system)

• 7. If it ends up with anyone it shouldn't, we have to inform
the person and the Regulator.

• 8. We have to give people the opportunity to access or
delete the information if they ask.



What is considered personal information?

• ID numbers

• Phone numbers

• Residential addresses

• Email addresses

• Banking details

• Tax numbers

• Race

• Gender

• Sex



What is considered personal information?

• Pregnancy

• Marital status

• National / ethnic / social origin

• Colour

• Sexual orientation

• Age

• Physical or mental health

• Disability

• Religion / beliefs / culture



What is considered personal information?

• Language

• Educational / medical / financial / criminal or employment history

• Location

• Biometric information

• Personal opinions, views or preferences



What sensitive information does the UPCSA hold?

• Minister’s and employee’s:

• ID numbers

• Phone numbers

• Residential addresses

• Email addresses

• Banking details

• Tax numbers

• ?

• ?



What sensitive information does the UPCSA hold?

• Donors and sponsors information:

• Phone numbers

• Email addresses

• Banking details

• ?

• Often of high-profile individuals and organisations.



How personal information should be handled

• Any organisation or person who keeps personal information must
take steps to prevent the loss, damage, and unauthorized
destruction of the personal information. In terms of Section
19, they are also required to prevent unlawful access to, or
unlawful processing of this personal information.

• All risks have to be identified and then safeguards must
be established and maintained against these risks. Regular
verification that the safeguards are being effectively
implemented is required. Safeguards are to be updated in
response to any new risks or identified deficiencies in existing
safeguards.



How personal information should be handled

• Any person processing personal information on behalf of
an employer must have the necessary authorization from
the employer to do so. They must also treat the personal
information as confidential and not share this information
without the following the required processes. (section 20). The
person must have a written contract with their employer in which
they are specifically obliged to maintain the integrity and
confidentiality of the personal information and to implement the
established safeguards against identified risks.



How personal information should be handled

• In terms of Section 21(2), the employee also has an obligation to
notify their employer immediately if they believe that there has
been a data breach.

• New employment contracts will be required for administrative
staff, data capturers and for any employee who deals with
personal information, in order to ensure that these requirements
are met.



How personal information should be handled

• Everyone has the right to enquire as to whether somebody
or an entity has their personal information on record. The
enquiring party must provide proof of identity and the requested
information must be provided to the data subject free of charge.
To establish what this information consists of and whether this
information has been disseminated to any third parties, payment
may be required. Access to this information is also subject to
the Promotion of Access to Information Act.

• Everyone has the right to have their personal information
corrected or deleted if it is inaccurate, irrelevant, excessive,
dated or misleading, or if it has been obtained unlawfully, or if
the responsible party is no longer authorized to retain the
information.



The cost of non-compliance



Are we POPIA compliant?

• We need to ask ourselves the following questions:

• Have we appointed an Information Officer?

• Do we have, and have we reviewed our PAIA Policy?

• Have we created a data inventory of all fields of personal data
across all systems?



Are we POPIA compliant?

• Have we determined the retention requirements which govern
the personal information in our environment?

• Have we reviewed all third-party contracts and determined their
operator compliance for the processing of personal information?

• Are all processes used in the processing of personal information,
documented?



Are we POPIA compliant?

• Is all client / member documentation updated to the latest PoPIA
policy and standards?

• Are our IT security standards up to date with all PoPIA policy
changes?

• Do we have a breach response policy?

• Have we reviewed/created a privacy policy referencing the act?



Zimbabwe



Zimbabwe

• 15 May 2020, the Cyber Security and Data Protection Bill (the
Bill) was published in the Zimbabwean Government Gazette.

• The Bill is intended to consolidate cyber-related offences and
provide for data protection and seeks to “create a technology
driven business environment and encourage technological
development and the lawful use of technology.”

https://www.veritaszim.net/sites/veritas_d/files/Cyber%20Security%20and%20Data%20Protection%20Bill.pdf


Zimbabwe

The Bill provides for, among other things:

• The establishment of the Cyber Security Center and the Data
Protection Authority within the Postal and Telecommunications
Regulatory Authority (POTRAZ) and their relevant functions.

• The minimum standards and general rules on the processing of
data.

• The permissibility and non-permissibility of the transfer of
personal information outside Zimbabwe.



Zimbabwe

• The introduction of cybercrimes and their respective penalties,
including hacking, the unlawful acquisition or use of data,
the transmission of data messages inciting violence or damage to
property, cyber-bullying and harassment, transmission of false
data message intending to cause harm, the transmission of
intimate images without consent, identity related offences and
offences against children.



Why enact data protection law in Zimbabwe?

• Give effect to internationally accepted principles of data
protection – to promote trade and investment.

• Place limitations on the processing of personal data -
which may lead to abuses of personal information.

• Provide for the rights of the data subject.

• Describe the responsibilities of the data controller.

• Establishment of the Data Protection Authority



Why enact data protection law in Zimbabwe?

• Establishment of the Data Protection Authority.

• Combat violations of privacy likely to arise from the collection,
processing, transmission, storage and use of personal data
activities.

• A data subject in Zimbabwe is is one who can be identified,
directly or indirectly, in particular by reference to an
identification number or to one or more factors specific to
his/her physical, physiological, mental, economic, cultural
or social identity.



Zimbabwe

• Personal information: information relating to a data subject, and
includes —

(a) the person's name, address or telephone number;

(b) the person's race, national or ethnic origin, colour,
religious or political beliefs or associations;

(c) the person's age, sex, sexual orientation, marital status
or family status;

(d) an identifying number, symbol or other particulars
assigned to that person;

(e) fingerprints, blood type or inheritable characteristics;



Zimbabwe

• Personal information: information relating to a data subject, and
includes —

(f) information about a person’s health care history, 
including a physical or mental disability; 

(g) information about educational, financial, criminal or 
employment history; 

(h) opinions expressed about an identifiable person; 

(i) the individual’s personal views or opinions, except if they 
are about someone else; and 

(j) personal correspondence pertaining to home and family 
life.



Zimbabwe

• Sensitive data (information) refers to (a) information or an
opinion about an individual which reveals or contains the
following:

• (i) racial or ethnic origin; 

• (ii) political opinions; 

• (iii) membership of a political association; 

• (iv) religious beliefs or affiliations; (v) philosophical beliefs; 

• (vi) membership of a professional or trade association; 

• (vii) membership of a trade union; (viii) sex life;

• (ix) criminal, educational, financial or employment history;

• (x) gender, age, marital status or family status,



Zimbabwe

• Sensitive data (information) refers to:

• (b) health information about an individual;

• (c) genetic information about an individual; or 

• (d) information which may be considered as presenting a major 
risk to the rights of the data subject.



Quality of the Data

• Processing of personal information must be adequate, relevant
and not excessive to the purpose.

• Personal information must be kept accurate and up-to-date.

• Personal information retained in a form that allows for the
identification of data subjects, for no longer than necessary with
a view to the purposes for which the data is collected or further
processed

• Personal information shall be accessible regardless of the
technology used i.e. ensure that the evolution of technology will
not be an obstacle to the future access or processing of such
personal data.



Lawfulness of processing

• The processing of personal data must be necessary and that the 
personal data is processed fairly and lawfully .

• The personal information to be processed for a specified, explicit 
and legitimate purpose.

• Sensitive data processing is limited in Bill – in majority of cases 
with consent of the data subject. 



Duties of a data controller

• Inform the data subject of the purpose for collection.

• Confidentiality of personal information being processed.

• Security safeguards to ensure integrity and prevent loss or
damage to the personal information.

• Notification to the Protection Authority of the processing
activities.

• Transparency of the processing – the personal information
being processed must be notified to the data subject who
shall have access to their personal information.

• Demonstrate compliance with the Bill and the principles of data
protection.



Right of a data subject

• Right of access to personal information being held by a data
controller about the data subject.

•

• Right to request rectification, deletion, temporary limitation of
access to personal information.

• Restrictions on automated decision making – where personal
profiles based on personal information are used to make
decisions about the data subject.



Limitations of the Bill

• Processing necessitated by National Security.

• Processing necessitated by Journalism.

• Access to information requirements for public bodies in
Zimbabwe.



Conclusion

• The bill:

• Places conditions on the processing of personal information.

• Provides data subjects with certain rights and data controllers
with certain obligations.

• Distinguishes between personal and sensitive information.

• Establishes an authority for oversight and administrative
enforcement.



ZAMBIA



Zambia

• The data protection bill is partially enforced.

• Falls under the Electronic Communications and Transactions Act
(ECTA).

• Introduction of the Data Protection (Repeal) Bill 2018 – still not
in law.

• Personal information is information about an identifiable
individual.



Personal Information

• Information relating to race, gender, pregnancy, marital status,
nationality, ethnic or social origin, colour, age, physical or mental
health, well-being, disability, religion, belief, culture, language
and birth;

• Information relating to education, medical, financial transaction,
criminal or employment history;

• Any identifying number, symbol, or other identifier assigned to
the individual;

• Address, fingerprints or blood type;



Personal Information

• Personal opinions, views or preferences of the individual, except
where they are about another individual or about a proposal for
a grant, an award of a prize to be made to another individual;

• Correspondence sent by the individual that is implicitly or
explicitly of a private or confidential nature, or further
correspondence that would reveal the contents of the original
correspondence;

• Views or opinions of others about the individual;



Personal Information

• Views or opinions on grant proposals, awards, or prizes granted
to another individual, provided such views or opinions are not
associated with the other individual’s name; and

• An individual’s name, in combination with other personal data,
or alone, if could reasonably be linked to personal data (unless a
person has been deceased for more than 20 years).



Collection and processing

• Obtain express written consent from the data subject to
collect, collate, process or disclose any of the data subject’s
personal information, unless otherwise permitted or required by
law;

• Only electronically request, collect, collate, process or store
personal information on a data subject necessary for the lawful,
required purpose;

• Disclose, in writing, to the data subject the specific purpose for
which any personal information is being requested, collected,
collated, processed or stored;



Collection and processing

• Not use any personal information for any purpose other than the
disclosed purpose, without express written permission from the
data subject, unless permitted or required by law;

• Keep a record of the personal information and the specific
purpose for collection for as long as the personal information is
used, but no less than one year;

• Not disclose any personal information held by the data controller
to a third party unless required or permitted by law or
specifically authorised in writing by the data subject;



Collection and processing

• Keep a record of any third party to whom the personal
information was disclosed and of the date on which, and the
purpose for which, it was disclosed for as long as the personal
information is used, but no less than one year;

• Delete or destroy all personal information, except as otherwise
provided under the ECTA or any other law; and

• Only use personal information to compile profiles for statistical
purposes and trade with such profiles and statistical data if a
third party cannot link the profiles or statistical data to any
specific data subject.



Cross Border

• Zambian law mandates the consent of the person whose data is
to be transferred.



Security and Breach Protocol

• There are no breach notification requirements in Zambia.



Registration and Enforcement

• ZICTA is responsible for enforcing the ECTA.

• No requirements for data protection officers to be appointed or
for registration with the authorities.

• Penalties for violating ECTA.

• Individual US $ 12,712 – 5 years imprisonment

• Corporation / unincorporated body – US $ 25,424



Examples of Data Breach – ABSA

• When hackers get onto someone’s system and steal info that is
called a data breach. When someone within your own company
takes the info and sells it to someone it is called a data leak.

• Recently an ABSA employee broke the company’s internal rules
and copied information about a whole bunch of clients with
vehicle finance through the bank. This is a data leak and not a
hacker or data breach.

• The employee then took that information off site and sent it on
to someone who the bank says does telemarketing.



Examples of Data Breach – ABSA

• What info Was Leaked? 

• What car they have financed;

• How much they originally borrowed;

• How much they still have left to pay;

• ID numbers;



Examples of Data Breach – ABSA

• Where they live;

• How to get in contact with the client.



Examples of POPIA issues – ABSA – data leak

• Who Now Has The Info?

• Though the bank is saying the info has probably been sent to
a telemarketer this does not mean that others will not eventually get hold
of that info unfortunately as was the case with another recent high profile
data leak when a big credit bureau sent information about 24 million South
Africans and 800 000 businesses to someone who asked for it (but should
not have receive the info).







CYBER CRIMES













Tips to prevent yourself from cyber crime

• Make strong passwords

Strong passwords are perhaps your most important line of
defense against hackers. When trying to access your
accounts online, many cybercriminals will use brute force or
other techniques to try and guess what your login
credentials are. If you’re the kind of person who uses
“123456” or “qwerty” to unlock your account, all you’re
doing is making life easier for these nefarious individuals.



Tips to prevent yourself from cyber crime

• Use HTTPS when you can

One hacking technique that cybercriminals love to fall back
on is called a man-in-the-middle attack. This is basically
where the hackers find a way to intercept the data that
you’re transferring over the internet. If you’re the kind of
person who likes to shop online, this can become a huge
problem, as this allows the outside person to pick up your
credit card information when you finally decide to check out.



Tips to prevent yourself from cyber crime

• Don’t bite the phishing hook

• A phishing campaign boils down to simply asking the victim to
either provide the information you’re looking for via email or
even getting them to click a malicious link. This often involves
the hacker disguising himself as a reputable source, such as a
bank or news organization. These individuals often go so far as
to make the messages look legitimate with images of the
company’s logo. People are more than twice as likely to fall for a
phishing scam when the attacker used their first name in the
email.



Tips to prevent yourself from cyber crime

• Many hackers have also started to incorporate something called
ransomware into their phishing campaigns.

• This specific malware variant is designed to encrypt all of your
data, effectively locking you out of your files until you pay up.

• A study from PhishMe found that in Q1 2016, 93 percent of
phishing emails had ransomware attachments.



What can you do to protect yourself?

• Removal of all personal phone numbers and email addresses off
letter-heads. Use generic email addresses.

• Example: generaltreasurer@upcsa.org.za and not
ryan.johnson@gmail.com

• Do not give members other member’s phone numbers / email
addresses? Ask first!

• Do not send bulk emails with all email addresses visibly
displayed. Use the BCC function.

mailto:generaltreasurer@upcsa.org.za
mailto:ryan.johnson@gmail.com


What can you do to protect yourself?

• Ensure you laptop / desk-top AND cell phone is locked, or at
least password protected! They want the data, NOT the phone.

• Be-careful WHAT you send on whatsapp or other social media
platforms, and to WHOM.

• Be cautious of FREE email accounts.

• Do not send banking details, ID numbers over email, even more
over whatsapp or other social messaging platforms.



Where to from here?

• Communication to congregations and committees of General
Assemblies and Presbytery Committees.

• All computers to be secured / physical access / logical access.

• Work-group formed in each Presbytery / Congregation to ensure
policies and procedures are in place and are approved.

• To report back to Presbytery and General Assembly level.





Finance Update

• June 2019 books have been audited – deficit R 3.4 mil.

• June 2020 books going in for audit – deficit of R 8 mil.

• June 2021 projection about R 10 mil. deficit

• Total deficit 3 years = R 21.4 mil.

• All committee expenditure to be curbed – only spend on
“essentials” and not “nice to haves”



Finance Update

• All travel paid for by General Assembly on hold, unless
authorized by Gen. Sec. and CFO together

• Presbyteries should do same

• Pension fund payments in arrears – General Assembly carrying
the cost and trying to recover – cannot anymore

• Affects PHI and Group Life Cover



Finance Update

• Many Presbyteries AND congregations still not registered with
SARS

• Huge fines and penalties – this year government will collect over
R 20 billion in fines and penalties – fines are levied in personal
capacity and NOT church

• Further penalties if not registered and Minister retires, law is
proposed that will prohibit pension funds from paying out until
congregations and Presbyteries are complaint – money will be
paid to guardian fund. (Also deaths i.e. COVID)



Finance Update

• Donors are becoming more and more skeptical of donating
money to the UPCSA and congregations whilst we are non-
compliant.

• Same goes for members in congregations.

• Hand over to CFO (Rev. Malungelo Jita)


